CSSF Circular 05/178

Administrative organisation and accounting procedures:

IT function and outsourcing of IT related activities

Audit questionnaire


1.
External auditors’ notice

The present questionnaire shall be read in conjunction with the content of the long form audit report of the entity.

Responses to the questionnaire reflect our findings resulting from procedures of an audit nature which may vary according to individual circumstances and our professional judgment.

Our procedures were designed to provide a reasonable but not absolute level of assurance that the information subject to our work is free of material misstatement.

2.
Objectives

The objective of this questionnaire is to establish whether a bank or another financial service professional (“FSP”) meets the requirements of Articles 5 (2) (banks) or Article 17 (2) (FSP) of the law of April 5, 1993, as amended, on the financial sector. CSSF Circular 05/178 focuses on cases where the institution is using the services of a third party company for information technology services.

These articles provide that any credit institution or any other financial sector professional authorised to carry on its activities in Luxembourg must demonstrate sound administrative organisation and accounting procedures as well as adequate internal control procedures.  

LMI Circular 96/126 and CSSF Circular 05/178 are intended to clarify the application of these articles of the law, and to give details concerning the security measures that a bank or another financial sector professional must take in respect of the IT function in order to respond to the applicable banking secrecy rules.

CSSF Circular 05/178 replaces paragraph 4.5.2 of LMI Circular 96/126, mainly regarding scenarios of IT outsourcing to a supervised Group entity located abroad, or when the institution is using the services of an FSP exercising a complementary or connected activity (new FSP statuses introduced by the Law of August 2, 2003). In the context of this circular, only FSPs defined under article 29-3 (hereafter “IT FSP”) exercise an activity directly linked to IT outsourcing. FSP defined under article 29-1 and 29-2 are hence excluded from the scope of CSSF Circular 05/178.

3.
Analysis of procedures

3.1.
Overall requirements relating to outsourcing

	Page No.
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	Procedure or system
	Yes
	No
	N/A
	Ref.

	
	The institution is outsourcing part of or its entire IT function.

The following overall requirements must be complied with by institutions having recourse to outsourcing of their IT function. Additional specific requirements that must likewise be complied with are defined later in this checklist.


	
	
	
	

	2
	a) Did the Board of Directors validate a formally documented outsourcing policy? This policy should notably include a deep and formally documented analysis of the financial, operational, legal and reputational risks incurred as a result of the outsourcing arrangement.
Obtain a copy of the outsourcing policy, and confirm that it has been validated by the Board of Directors (e.g. obtain copy of minutes of meeting approving the policy).


	
	
	
	


3.1.
Overall requirements relating to outsourcing (cont.)
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	2
	b) Are all outsourcing arrangements formalised by a service level agreement (“SLA”)? 

Does this SLA:

I. 
include contingency aspects?

II. 
state that the arrangement can be revoked?

III. confirm that internal and external control can be exercised?

IV. describe both parties’ responsibilities?
V. define the acceptable conditions under which the IT service provider may outsource again to another party?

A copy of the SLAs should be obtained and reviewed to ensure that adequate clauses are included.


	
	
	
	

	3
	c) Did the institution ensure that it needs to inform, or not, concerned third parties and notably its clients, with regards to contractual clauses, or legal provisions such as data privacy?

Inquire with management about how the institution has handled this communication aspect.

	
	
	
	

	3
	d) For each outsourced activity, did the institution designate an employee responsible for the relationship with the IT service provider?

Discuss with management to identify the designated employee(s) responsible for each delegated activity.
Inquire with each of those employees to discuss the scope of their involvement with the supplier.


	
	
	
	

	3
	e) Is the institution able to continue to operate in case of exceptional events such as the break down of the communication line or any failure of the data centre, even for extended periods?

This should be covered by appropriate procedures which should be tested as part of the audit.


	
	
	
	

	3
	f) Did the institution ascertain scenarios of transferring the outsourced services to another party or to take them back internally, should the quality of the services rendered by the IT service provider be of an unsatisfactory level or even jeopardize the continuity of the business?

This should be covered by appropriate procedures which should be tested as part of the audit.


	
	
	
	


3.2.
Specific requirements 
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	4
	Overall requirement: Is the institution's IT function organised in such a way that effective control can be exercised over it and an appropriate level of quality is ensured, and that absolute assurance as to the protection of confidential information provided by customers is guaranteed?

Obtain a complete and precise description of IT organisation.


	
	
	
	

	4.5.2.1
	The institution operates its own IT systems
	
	
	
	

	4
	If applicable, is the IT function responsible of its own IT department?

Is the IT function organised and operated in accordance with an internal control regulation approved by management?

This should be covered by appropriate procedures which should be tested as part of the audit.


	
	
	
	

	4
	Does the institution have its own computers and appropriate and duly-documented software(s) in its own premises or in premises made available to in Luxembourg?

Check existence of computers and software(s) in the audited institution.

	
	
	
	

	4
	Does the institution employ its own competent staff to run its IT system?

Ask a chart and discuss with the IT responsible.


	
	
	
	

	4
	Is the institution able to function normally should its IT system break down?

Has a "back-up" arrangement, being consistent with the continuity plan of the institution, been put in place so as to meet this requirements?
Does the continuity plan describe the actions to take in order to ensure continuous business in case of an incident or disaster? 

This should be covered by appropriate procedures which should be tested as part of the audit.


	
	
	
	


3.2.
Specific requirements (cont.)
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	4.5.2.1
	The institution operates its own IT systems (cont.)
	
	
	
	

	4, 5


	The institution may have recourse to the services of a third party for advice, programming, or maintenance services. This third party may, in particular, be a specialist IT company, which may or may not belong to the institution, or a company specialising in IT systems that has been created in conjunction with other banks or FSP, which have arranged to co-operate on IT matters, or an IT FSP.

However, System Management services can only be provided by FSP as under Article 29.3, unless they do not contain any confidential data. In this case, System Management services can also be provided by an entity under group supervision (Cf. 4.5.2.2) or by a group entity benefiting from the exclusion of article 13(2).

If yes, ask explanation on the work performed and obtain copy of the contracts. Particular attention should be paid on the nature of the services rendered in order to assess whether they fall into the category of Systems Management (i.e. the period when the services are rendered must be limited. The responsibility must remains within the institution).


	
	
	
	

	4, 5


	Is the institution aware that it may not be relieved of its responsibility to keep confidential all information that it is being supplied with, except for an IT FSP in the context of relevant services contractually committed to?


	
	
	
	

	5, 6
	If applicable, does the institution comply with all of the following conditions:

a) 
is all recourse to the services of a third party formalised by a service contract and a schedule of conditions which takes into account the conditions set out below?


	
	
	
	

	
	b) did the institution make sure that the recourse to the services of a third party does not result in the effective transfer of the accounting function, including data input, to that third party?


	
	
	
	

	
	c)
in order to enable the institution to assess the completeness and accuracy of the information produced by the IT system as well as its compliance with accounting internal control rules,

I. did the institution ensure that prior approval is obtained for all third party interventions except for an IT FSP, in particular for all program modifications?


	
	
	
	

	
	II. has the institution among its employees a person with sufficient knowledge of IT systems to ensure he understands the effects of the programs on the accounting system and the actions performed by the third party in the context of its service delivery?


	
	
	
	

	
	III. has the institution on its premises adequate documentation of the software(s) used?


	
	
	
	


3.2.
Specific requirements (cont.)
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	4.5.2.1
	The institution operates its own IT systems (cont.)
	
	
	
	

	
	d) has the institution ensured that, should the need arise, there is no legal obstacle that could keep it from having access to the operating programs developed by the third party in question?
This requirement may be fulfilled by the institution having the legal ownership of the programs. Accordingly, the institution should consider actions to undertake in order to ensure the continuity of business in case of failure of the third party). 

	
	
	
	

	
	e)
does the institution make sure that the third party (excluding IT FSPs) referred to above is not given access to documents which contain confidential information?

	
	
	
	

	
	f) 
does the institution make sure that
I. except for IT FSP, the third parties who are responsible for the maintenance of the IT system and possibly for its management in case of a group entity, are not given access to documents which contain confidential information? 

II. in case of a significant systems breakdown necessitating repair on the premises, access to confidential information cannot be avoided, the third party responsible for the repairs is accompanied throughout his intervention by an employee of the institution who is responsible for IT matters?

	
	
	
	

	
	g)
did the institution designate a person among its employees that is responsible for managing access to confidential information?

	
	
	
	

	
	h)
did the institution ensure that, whatever the nature of any intervention on programs (advice, management, maintenance or modification), the third party in question may only work in a test environment and must obtain the institution's express agreement for each intervention, except for IT FSPs in the context of relevant maintenance services contractually committed to?

	
	
	
	

	
	i)
in case of IT services being supplied by telecommunication links, did the institution make sure that sufficient protective measures are in place to prevent unauthorised persons from gaining access to the system?

I. In particular, did the institution ensure that telecommunications are encrypted or protected by other valid technical means in order to ensure secure communications?

II. Does the institution ensure that the means for it to continue to function normally in the case of a breakdown or a malfunctioning of the link are in place?


	
	
	
	


3.2.
Specific requirements (cont.)
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	4.5.2.1
	The institution operates its own IT systems (cont.)
	
	
	
	

	
	All items from a) to i) above should be covered by appropriate procedures which should be tested as part of the audit.

· Item c)I) Obtain copy of such approvals.

· Item c)II) Discuss with the IT staff.

· Item c)III) Review documentation. 

All exceptions should be noted to the long form report.

	
	
	
	

	4.5.2.2
	The institution has its data processed by an IT centre that it does not own or of which it is only a co-owner, and to which it is connected by a telecommunication link

	
	
	
	

	7
	If the processing centre is abroad, is it located within the parent institution (or, in case of a branch, at the head office), or within a subsidiary of the latter or within a company specialising in IT that is controlled by the group to which the institution belongs?

Obtain all documentation relating to the IT centre.


	
	
	
	

	7
	Does the entity responsible for the service delivery fall within the scope of prudential control exercised by a foreign prudential control authority?

Obtain evidence of such prudential control exercise.


	
	
	
	

	7
	In case the processing centre is not physically located within or operated by the entity responsible for the service delivery, does the institution ensure that the principles defined under 4.5.2.1 are complied with by the entity responsible for the service delivery?

Obtain evidence that the institution has assessed the compliance of the outsourced services with principles defined under 4.5.2.1.


	
	
	
	

	7
	In addition, did the institution provide the CSSF with sufficient documentation evidencing that the subcontracting chain of the operating of the processing centre is adequately controlled? (This requirement must be fulfilled by providing the CSSF with documentation indicating that the other foreign prudential control authorities are aware of the subcontracting, indicating, if possible, their scope of supervision in this context.)
Obtain copy of correspondence with CSSF.

	
	
	
	

	7
	Does the institution ensure that no confidential data permitting to identify a client of the institution are stored in an external processing centre other than one operated by an IT FSP, unless the data is encrypted and can only be decrypted by the institution or an IT FSP?

This should be covered by appropriate procedures which should be tested as part of our audit.

	
	
	
	


3.2.
Specific requirements (cont.)
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	4.5.2.2
	The institution has its data processed by an IT centre that it does not own or of which it is only a co-owner, and to which it is connected by a telecommunication link (cont.)

	
	
	
	

	7, 8
	If the processing centre is located in Luxembourg, is it located within a company owned and controlled by the institution and which processes transactions exclusively on behalf of the institution complying with article 13(2) of the law?


	
	
	
	

	7, 8
	In this case, does the institution further ensure that no readable confidential data of a client can be accessed by the company?

Discuss with management and obtain evidence.


	
	
	
	

	7, 8
	If this processing centre is located within a company which is owned and controlled in conjunction with several Luxembourg institutions (banks or FSPs) which have arranged to co-operate on IT matters, does the shared IT centre process transactions exclusively on behalf of these institutions and has the status of an IT FSP?

Discuss with management and obtain evidence.


	
	
	
	

	8
	Is the institution aware that if it intends to have its data processed by an IT centre located abroad and under the supervision of a foreign prudential supervisory authority, it can under no circumstances be relieved of its responsibility to observe confidentiality in respect of information that it is supplied within the course of its professional activities?

Obtain copy of the contract signed and discuss with management.


	
	
	
	

	8
	Has the institution which intends to have recourse to one of these organisations, other than an IT FSP, requested the prior approval of the CSSF, proving that it complies with the conditions set out in the present Circular.
Obtain copy of the CSSF letter.


	
	
	
	

	8
	Does such institution, regardless of the service provider nature being an IT FSP or not, comply with all the conditions listed under 4.5.2.1 of the present questionnaire?


	
	
	
	


3.2.
Specific requirements (cont.)
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	4.5.2.2
	The institution has its data processed by an IT centre that it does not own or of which it is only a co-owner, and to which it is connected by a telecommunication link (cont.)

	
	
	
	

	8, 9
	Moreover, does the institution comply with all of the following conditions:


	
	
	
	

	
	a) 
Does the IT link allow the Luxembourg institution rapid and unlimited access to the information stored by the processing unit?

	
	
	
	

	
	Is all data capture performed in the institution's premises in Luxembourg by the use of terminals and does all the printing of data take place only in the institution's premises in Luxembourg or in the premises of an IT FSP? (exceptionally, data may be captured or printed outside the institution's premises by a customer or proxy initiating transactions by means of a remote link)

	
	
	
	

	
	Does the institution have at its disposal at the end of each day a record of the balances of all accounts and of all accounting movements that have taken place during the day?


	
	
	
	

	
	b) 
Does the accounting system permit to keep a proper set of accounting records in accordance with the standards applicable in Luxembourg and thus respect the rules concerning the form and content of accounts imposed by Luxembourg accounting regulation?

	
	
	
	

	
	c)
Does the institution ensure that communication between the processing centre and itself is encrypted or protected by other available technical means that are appropriate to ensure secure communication?


	
	
	
	

	
	Does the institution ensure that no customer name is keyed in or entered into the system to which third parties, except for IT FSPs, have accesses?


	
	
	
	

	
	d)
Are the institution's external auditor and its internal audit department in a position to perform the necessary tests at the processing centre so as to allow them to issue an opinion based on the adequacy of the IT link?


	
	
	
	

	
	e)
Has the IT linkage agreement been formalised by a service contract and a schedule of conditions which takes into account the conditions set out above?
The above items should be covered by appropriate procedures which should be tested as part of the audit.


	
	
	
	

	8, 9
	In case the institution which has its data processed by means of such a link does not currently comply with the above conditions, has it contacted the CSSF in order to set out the measures it intends to take to operate an IT system that complies with the conditions of the present CSSF Circular 05/178?

Ask copy of the 
correspondence with the CSSF.


	
	
	
	


3.2.
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	4.5.2.3
	The institution operates abroad


	
	
	
	

	9
	If the institution operates abroad with recourse to the services of professional intermediaries (which may form part of the group to which the institution belongs) or if it operates through representative offices abroad, has the institution made sure that these intermediaries or representative offices may under no circumstances have access to the institution's IT system in Luxembourg?

This should be covered by appropriate procedures which should be tested as part of the audit.

	
	
	
	

	4.5.2.4


	The institution has recourse to an IT FSP
	
	
	
	

	10
	In case the institution outsources to an IT FSP, is the institution’s procedures manual adapted? 


	
	
	
	

	10
	More specifically, is the institution’s business continuity plan consistent with the business continuity plan of the IT FSP?

Are the following requirements met?

	
	
	
	

	
	a) Does the institution ensure that all information provided to the IT FSP is required for the execution of the services contractually committed to by the IT FSP?


	
	
	
	

	
	b) Are the institution's external auditor and its internal audit department in a position to perform the necessary tests at the IT FSP so as to allow them to issue an opinion on the appropriateness of the existing IT-cooperation? (In order to do so, reports issued by the external auditor of the IT FSP can be taken into consideration.)


	
	
	
	

	
	c) In case the institution outsources to an IT FSP, did the institution notify the CSSF in order to justify that the conditions set above are respected?
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